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What is Internal Control?

COSO defines internal control as a process that 
provides reasonable assurance to a company’s 
leadership that the following objectives                                     
will be achieved:

1. Effective and efficient operations

2. Reliable financial reporting

3. Compliance with applicable laws                                                         
and regulations

The concept was first introduced in 1992 by the Committee of                                                                 
Sponsoring Organizations (COSO) of the Treadway Commission. 



Key Concepts of Internal Control

• Process—a means to an end,                 
not an end in itself

• Affected by people—
not merely policies and 
procedures, but people at                   
every level of an organization

• Provides reasonable assurance, 
not absolute assurance



Five Components of Internal Control Under 
the COSO Model

Internal control consists
of five interrelated components. 

They are derived from the way 
management runs a business,               
and are integrated with the 
management process.



Five Components of Internal Control

1. Control Environment

• Integrity, ethical values, and 
competence of the entity’s people

• Management philosophy and 
operating style

• Organization and development of staff

• Attention and direction provided by 
the board of directors



• External and internal sources 

• Establish objectives—linked at 
different levels and internally 
consistent

• Identify and analyze relevant risks to 
achievement of the objectives

• Deal with the special risks associated 
with change

Five Components of Internal Control

2. Risk Assessment



• Policies and procedures that help ensure management 
directives are carried out

• Address risks to achievement of the entity’s objectives

• Occur throughout the organization—all levels and functions

• Range of activities—approvals,
authorizations, verifications,
reconciliations, reviews of operating
performance, security of assets, and
segregation of duties

Five Components of Internal Control

3. Control Activities 



• Pertinent information must be identified, 
captured, and communicated 

• Effective communication must                                
occur in a broader sense, flowing                    
down, across, and up through                              
the organization 

• Clear message from top management
that control responsibilities must be
taken seriously 

Five Components of Internal Control

4. Information and Communication 



• Ongoing monitoring activities,                      
separate evaluations, or a                            
combination of both 

• Regular management and                      
supervisory activities

• Scope and frequency depend on                           
an assessment of risks and the 
effectiveness of ongoing 
monitoring procedures 

Five Components of Internal Control

5. Monitoring 



How Does Internal Control Relate to 
Information Security?

• Information security is the practice of ensuring information is 
only read, heard, changed, broadcast, and otherwise used by 
people who have the right to do so. (UK Online for Business)

• Information security can contribute to several components of 
internal control, for example:
– Risk assessment – information security risk assessment forms part of 

management’s overall risk assessment

– Control activities – detailed security controls (e.g. server configuration 
settings) to protect against unauthorized access

– Monitoring – for example, running tools to automatically scan server 
configuration and report variations from baseline



What is an Audit?

Methodical and independent examination of processes, 
procedures, records, and operations of the information 
security aspects of an organization, in order to ensure 
that the organization’s assets are adequately protected 
in terms of confidentiality, integrity, and availability.



Examples of Different Types
of Audit Standards and Frameworks
• COBIT – control objectives for IT; provides a means of interpreting 

IT controls for COSO

• ISO 9000 – auditing that the organization is carrying out processes 
consistently (not that you are doing the right thing)

• Six Sigma – auditing that the organization is carrying out the right 
processes consistently 

• ISO 27001 – may play a role in structuring information security to 
be part of the internal control structure; its compliance would be a 
subset of the overall internal control structure



Types of Security-related Audits                                    
for the Rail Transit Industry
• Information Security Audit – technical review that may include 

security processes and procedures, security controls, business 
continuity, and disaster recovery activities

• Investigative Audit – takes place when a
security incident of some kind has occurred 

• Penetration Test – specialized audit in which
highly trained cybersecurity professionals will
attempt to break into the organization’s
network to access targeted information



How do Audits Fit into the 
Internal Control Structure?

Internal audit is an integral part 
of monitoring and covers all 
aspects of internal control.

Security audit can be done as 
part of the above or separately.



Role of Audit in the Overall 
Security Framework

Audit is part of the 
security framework both 
as input into the design 
and maintenance of the 
security framework and as 
an output of the security 
processes.



Protecting Assets from Threats –
Security Framework

Effective monitoring is an integral part 
of any sensible security framework



Audit Forms an Integral Part of the 
Security Monitoring Processes

Preventative Detective

Physical 

• Locks and keys
• Backup power
• Biometric access controls
• Site selection
• Fire extinguishers

• Motion detectors
• Smoke and fire detectors
• CCTV monitors
• Sensors and alarms

Technical

• Authentication
• Firewalls
• Anti-virus software
• Encryption
• Access control

• Audit trails
• Intrusion detection
• Automated configuration monitoring
• Penetration testing

Administration

• Employment procedures
• Supervision
• Technical training
• Separation of duties
• Disaster recovery plans
• Security awareness training

• Security reviews and audits
• Performance evaluations
• Required vacations/rotation of duties
• Incident investigations



Audit Mechanics

Audit mechanics are comprised of three aspects:
• Security review

• Penetration/control testing

• Investigation

All three are often                                                            
independent mechanisms



Security Reviews

IT process reviews

• Change control over 
implemented systems

• Development/implementation 
over new systems

• Security and operations                        
over environment



What are the Benefits of an Audit?

Compare procedures in place with:
– Good practice standards

– Externally – what similar companies do

– Internally – what other divisions do

– Management’s assessment of risk

• Test whether the procedures are actually                         
being followed

• Report technical issues to management in a way they 
can understand and address



Security Penetration Testing

Business use of IT involving more:
• Complex systems
• Networking
• Internet connectivity
• Rapidly changing technology

Ever increasing number of:
• Network and systems 

vulnerabilities
• Actual hacking incidents

Testing security:
• Periodically
• By attempting to gain access
• Using same tools as hackers

Penetration testers need to:
• Keep technical skills up to date
• Have integrity
• Plan carefully to avoid 

disruption
• Focus on high value data
• Keep results secure

Leads to

Address by

But



Security Incident Investigation

• Having an overall strategy for investigation is critical

• Key strategic issues:

– Preventing further problems 

– Recovery of assets

– Prosecution of perpetrators

– Reassuring stakeholders



Security Incident Investigation

• Key strategic issues: (continued)
– Who will conduct the investigation?

• Specialist skills

• In-house versus external

– Who needs to know right now?

– What is the end-point for the
investigation?

• Put your strategy in                                                                 
place quickly



Sources of Evidence

• Transaction processing systems – audit trails
• System logs (e.g. network traffic, unauthorized 

access attempts, access logs, etc.)
• For internal investigations:

– Phone records 
– Emails 
– Backups

• Evidence handling and securing procedures                           
are essential

• Work off a copy (disk image) of evidence rather                
than evidence itself



Investigating and Analyzing

• Concentrate on understanding what happened
– When, what, where, and how?

– Contextualize the incident (possible motives?)

– Understand IT systems relationship to their business use

– Produce a timeline of activities

– Identify attack signatures

• Assemble the evidence (knowing versus proving)

• For internal investigations, only now should you 
interview the suspect



Conclusion

Audit is an essential part of the monitoring process.

Both security and audit fit into an organization’s 
overall internal control structure.

“What gets measured gets done.”                                               
Regular checking and reporting on your security 

controls goes a long way towards improving                            
your security framework to minimize the                              

risks of cyber-attacks.



References – Standards/Frameworks

• COSO – Committee of Sponsoring Organizations of the Treadway 
Commission

• COBIT – Control Objectives for Information and Related Technologies
• ISO/IEC Standards
• NIST – National Institute of Standards and Technology
• APTA – American Public Transportation Association – Cyber Standards                        

and Guidance
• US ICS-CERT – US Industrial Control Systems Cyber Emergency                    

Response Team
• ISA/IEC-62443 Standards
• NERC-CIP – North American Electric Reliability Corporation Critical 

Infrastructure Standards
• FIPS – Federal Information Processing Standard



For More Information
Leveraging Internal Control and Audit to Address 

Cyber Threats and Risks

Immanuel Triea, CISM, CISA, CRISC, 

CISSP-ISSAP, SSCP, GICSP, GREM

Senior Director of Information Security
Email: itriea@gfnet.com

Phone: (717) 512-3982

mailto:itriea@gfnet.com

